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Abstract—

This work deals with the design of secure handoff protocols
for wireless networks using the security model introduced g
IEEE 802.1X standard. The key exchange model introduced in
the standard might be implemented in multiple ways each one
carrying advantages and disadvantages in terms of securitgnd
performance when applied to reauthentication protocol. Afer
the analysis of different model of reauthentication we intoduce
a novel scheme based on token exchange to speed up the hando
phase. This protocol variant was designed and implementedsa
a prototype in a joint project between University of Florence
and Telecom Italia Laboratories, and proved better performances Fig. 1. A meshAP network, each meshAP serves a different WLAN
than standard protocols while maintaining a high security evel.
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I. INTRODUCTION

Wireless local area networks reached a large commerchdr's. Standards likéEEE 802.11 or IEEE 802.16e support a
success in the latest years for the ease of use and deploynfé@th mode of operation.

and for the wider possibility offered to users and admiaistr The other main problem of wireless networks, is due to
tors. Standards likeEEEE 802.11, in all its recent versions SUChtheir intrinsic vulnerability to security attacks. On onieles

asb,g h"’}d a great impact on the market a}nd produced a gr‘ﬁ%re is a lack of a defined geographical border, that makes it
change in the user perception of networking, users arengetlyigioy it to distinguish legitimate traffic from externalafffic,

familia_r with bei_ng cqnstantly_connecte(_:l and with devigtinon the other side there is the ease of access to the medium
on a single medium different kind of traffic, from telepholy t, yhe attackers. Main consequences on security are that
data traffic. One of the crucial point of the present and ®ItUL, ayacker can freely intercept traffic and inject inforioat
success of wireless networking is mobility, that is posstbe i the network. To prevent this, the only solution is the
most evident advanta_ge to end users, but that introduces NeW ¢ cryptography, that can separate legitimate traftinfr
problems to face in different aspects_, such as coverageeof gi(ternal traffic. Cryptography depends on algorithms arys ke
path followed by the user and security of the access. that must be negotiated in advance, so that access to the

TO_ solve thg problem of coverage, a solution that S_eemsﬁgtwork must begin with an authentication phase in which
receive great interest by service providers and teleconaun o station involved must recognize each other; that prase i
tion company IS the use of self organizingsh netyvorks. A normally time consuming and computationally intense. \&hil
mesh network is an ad-hoc network madeedrs, without hi- performing an handoff from an AP to the other the re-

erarchy, where each node of the network participates mgut , 1o ntication phase must be shortened as much as possible,

of packets; there is no fixed topology and network extension |imit the loss of connectivity.

passes through the addition of a new terminal to the network

border, without internal reorganization. A particular diof This paper presents a solution for fast and secure handoff
mesh network is ameshAP network, wherelEEE 802.11 in wireless networks using the security model introduced by
Access Points (AP) are connected in mesh mode and each oheEE 802.1X, and reports success of implementations in a
offers networking access to its subnet, as in fig. 2. A meshA®al testbed, estimating gains of performance in a meshAP
network grants scalability and ease of setup even in extsemenvironment. Moreover it introduces generic guidelinedtie
difficult situations, such as networks deployed in emergendesign of secure re-authentication schemes$BRE 802.1X

or hostile environment (tactical networks) even with mebilnetworks.



Il. SECURITY GUIDELINES FOR REAUTHENTICATION IN
802.1XNETWORKS

IEEE 802.1X model introduces a high level security scheme
for authentication and access control that has been siiathgss
applied tolEEE 802.11i as well as td EEE 802.16e networks.
Its adoption follows the complete unsuccess of custom authg
tication techniques used IEEE 802.11 and|EEE 802.16d, as
testified in [1], [2]. |IEEE 802.1X defines three entities in the
network, depicted in fig. 2:

o a SupplicantSA, that is the client requesting access to

the network. Fig. 2. |EEE 802.1X scheme, in blue wireless links, in red wired links

o an AuthenticatorAA, offering layer two connectivity to

end clients. InlEEE 802.11 networks, the AP.

« an Authentication ServeAS, a database containing theAA, (maybe refreshed) but not regenerated véith Only AS

credentials needed to accept or deny access to clientand AA; own PMK key apart fromSA, so it might be moved

The link betweenAA and AS depends on layer Il con- between the twAPs's or received froh& It must be clear that

nectivity and is provided by some security protocol like UDPcOmMpromission oPMK keys means possible compromission
based RADIUS. WhenevéA enters the network, it phisically of all future and even past traffic of the terminal using that
connects toAA, but AA only forwards authentication package&®ey (this is possible if we imagine an off-line attack with
to AS So initial authentication is carried on betwesh and Multiple attackers collecting traffic that will be decipbdr
ASwith AA acting only as a proxy. During this phase variougnce obtained the corresponding key).

authentication protoco|s can be used betwéshand SA, Moreover, while in infrastructure networks trust relation
authentication protocols are transported by EAP (Extéasiships are easy to understand, in a mesh network they are not
Authentication Protocol) protocol as EARethods. As an SO €asy to define. This is due to several factors: first is that
example |EEE 802.11i does not define a single method tderminals are constantly exposed to external attacks, s th
be used but imposes that it must produce a bidirectiorf@ey might be under control of an attacker, then, due to the
authentication and that it must generate sofresh shared dynamical nature of these networks, in certain circumstaiitc
secret (called®MK key) into the endpointsAS and SA, that Might just not be possible to identify users, even authateit
will be used as a proof of successfull authentication. At tHésers can be malicious entities, third, introducing mopili
end of authenticatiodS communicates to théA that SA is and signall loss for APs a fast way to rebuild trust between
an authorized machines, and moves iAtothe shared secret. N€ighbors is required. Considering the possibility of tieder

A wide used EAP method, based on certificate exchang88emy makes the design of security protocols extremely
is EAP-TLS that requires a 8-way handshake to produce tfallenging, we outlined the following guidelines to perfo
PMK. Note that in a mesh network the path frofA to @ Secure, performant handoff even in these situations:

AS might be several hops long, in [3] the average delay for 1) APs’s should not exchang@MK between each other,

D

different routing techniques in measured to be about vamyfr otherwiseAS would loose control over access control.

0.37 to 3 seconds, so that EAP authentication phase mighttak  Only AS should movePMK keys.

several seconds to be performed. 2) A compromised terminal, should not be able to generate
Now a second phase begins, in whi8handAA derive from valid credentials to let other unauthorized terminals

the PMK key a second keyRTK key in|EEE 802.11i) that is a access the network (if not directly attached to the

link key and will be used to protect real data communications  compromised one).
between these two parties.lIBEE 802.11i a 4-way handshake 3) A compromised machine should not be able to freely
is used, but being a link layer communication it does not  gatherPMK keys that it doesn’t need. This prevents an
impact performance as much as EAP phase. attacker from being able to decrypt all the traffic of the
The same authentication takes place between APs when- network, apart from the traffic it is directly involved into,
ever a new link is activated. This can happen often If we  even with an off-line attack.
consider the possibility of temporary AP failures or signal Designing protocols resistant to insider attackers means
loss. To have performances compatible with real applioatio realizing a system that should not be completely under the
re-authentication procedure must be shortened. attacker control even after compromission of a single nreehi
_ o These guidelines enforce a policy that tries to speed down
A. Design Guidelines the attack and limitate the consequences over the network,
Whenever a statiol$A is performing an handoff betweenwaiting for other components of the security mechanisms to
AA; andAA; (see fig. 2), it appears clear that phase | describatentify the attack, and maybe react, in a multi-fence sgcur
before should not be repeated. SifedK key is a proof of project, as described in [4]. Besides, it is advisable that a
being accredited to enter the network, it should be moved ittsider attacker should not be able to produce strongerteni



. . IAT (s) | %EAP | IAT2 (s) | F
of service attacks then an outsider attac_k, and, as a lastAss 11SA > AA IEEE 802.11 Authentication & &
should never lose control over authentications of the neéwo | 2JAA -> SATEEE 802.11 Authentication | 0.0392 0.0392 | 1

3/SA -> AA IEEE 802.11 Association 0.0017 0.0017 | 1
11l. PROPOSEDSOLUTION 4AA -> SA IEEE 802.11 Association 0.0807 0.0807 | 1
. L . . 5SA -> AA EAPOL Start 0.0020 0.0020 | 1
Respecting the general guidelines outlined we designedsAA -> SA EAP Request, Identity 0.4417 0.4417 | 1
and realized an handoff mechanism that is used to avoid? iﬁ -> 22 E/XEITJ%SKO"SG! 'genﬁty 0.0064 | 35.97 | 0.0064 | 1
. 8 -> ccess Request 0.0017 | 9.64 0.1727 |100
the r_epetltl_on _Of TLS phase dEEE 802.1X r_1etworks. Our 9|AS -> AA RADIUS Access Accept 0.0063 | 35.42 | 0.0063 | 1
starting point is tha®A; must ask and obtain theMK key  [7o/AA - SA EAP Response 0.0034 | 18.97 | 0.3400 |100
relative to SA from AS only and not from its neighbor APs. |11AA -> SA EAPOL Key 0.0009 0.0009 | 1
This means that whenever a handoff is performad, is [ 125A->AAEAPOL Key 0.0250 0.0250 | 1
. . . . 13/AA -> SA EAPOL Key 0.0089 0.0089 | 1
forced to realize a multi-hop communlca_tlon_vx_/wls that_ WE  [14SA > AA EAPOL Key 00273 0.0273 | 1
try to shorten as much as possible, maintaining a high level [Total time (s) 0.6454 1.1530
of security. Still we have to limit the possibility ofA; to EAP exchange time (s) 0.0179 0.5255
100*(EAP time)/(total time) 2.7770 45.5813

requestPMK keys to AS, if we let AA; ask and receive any
PMK key from ASwe break the third guideline we stated. Our

mechanisms is based on the use of authentication tokens that fast authentication INTER ARRIVAL TIME MEASUREMENTS, AND

are dynamically generated during an handoff by the requepsti
station. Whenever performing an hand&# generates a token
and sends it to)AAy, the token is forwarded t&S and AS
decides its validity. Once verified the tok&8& moves thdPMK
key into AA;, and phase Il can take place.

TABLE |

PERCENTAGE OVER WHOLE REAUTHENTICATION

The basic idea behind this protocol is the; must provide paihs petweedA and AS

to ASthe proof that it is in contact with a station that wants to

perform an handoff to receive RMK, that proof is the token, EAP TIME EAP TIME (2)
without a tokenAA; won't receive aPMK, preserving our EAP-TLS (s) 0.1777 3.6739
second guideline. Since the token is designed to be imgdessib Fag Auth. (s) 8.?1;2 o.?igi
to be replicated or generated by any other station, evemit co Ga.'” (s) 15 3.

. , ain (%) 89.91 85.7
promised AA, cannot gather keys from th&S, and it cannot ABLE

main part of a complete reauthentication, thus greatly cedy
the time needed even in a mesh environment with multi-hop

create custom tokens to be distributed to other unauthbrize
machines. The computational power needed to generate an
verify the token is limited (no public key algorithms used) s
that there is no overload for the terminals and no new denial
of service attacks are introducedehst authentication has been
realized with a 2-way only exchange, that is, the EAP phase IV. CONCLUSIONS

is reduced by 75% of the packets needed by EAP-TLS. Our solution is applicable to evefEEE 802.1X network,

We realized this fast authentication protocol in a gych agEEE 802.11i or IEEE 802.16e, and offers better per-
IEEE 802.11i network modifying hostap and Freeradius suitgyrmances then standard protocols like EAP-TLS, beingghhi
of application for GNU/Linux and we measured the results. lgye| (EAP) solution it might be used also in mixed networks,
table | we report inter-arrival times of a packets constii i hoth support EEE 802.1X. For the low complexity required
reauthentication, packages markedS&s— AA are one link the pasic structure could be replicated even in non-8020X |
packets, while packed marked &8 — ASrepresent packagespower networks like sensor networks. Finally, the guicdin
that traverse the whole network. Our implementation wado{e defined are to be used as a reference for the the design of

over a simple network where the access points where diregtyaythentication protocols in any mesh-like situation.
connected to the authentication server, so also the maitti-h
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